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ABSTRACT

Technologyscaling,characterizethy decreasindeaturesize,thin-
ning gateoxide,andnon-idealoltagescalingwill becomeamajor
hindranceto microprocessoreliability in futuretechnologygener
ations. Physicalanalysisof device failure mechanismsiasshavn
thatmostwearoutmechanismgrojectedto plaguefuture technol-
ogy generationsare progressie, meaningthatthe circuit-level ef-
fects of wearoutdevelop andintensify with ageover the lifetime
of the chip. This work leverageghe progressiorof wearoutover
time in orderto presenta low-costhardware structurethat identi-
es increasingpropagationdelay which is symptomaticof mary
forms of wearout,to accuratelyforecastthe failure of microarchi-
tecturalstructuresTo motivatethe useof this predictive technique,
anHSPICEanalysisof the effectsof oneparticularfailure mecha-
nism, gateoxide breakdevn, on gatesfrom a standarccell library
characterizefbr a90nm processs presentedThisgate-level anal-
ysisis thenusedto demonstrat¢éhe aggrgjatechangen outputde-
lay of high-level structureswithin a synthesized/erilog model of
anembeddednicroprocessocore.Leveragingthis analysisaself-
calibratinghardwarestructurefor conductingstatisticalanalysisof
outputdelayis presented@ndits ef cacy in predictingthefailure of
avariety of structureswithin themicroprocessocoreis evaluated.

1. INTRODUCTION

Traditionally, microprocessorfiave beendesignedwith worst
caseoperatingconditionsin mind. To this end,manuficturershave
emplagyed burn in, guardbands,and speedbinning to ensurethat
processorwill meeta prede nedlifetime quali cation, or mean
time to failure (MTTF). However, projectionsof currenttechnol-
ogy trendsindicatethatthesetechniquesareunlikely to satisfyre-
liability requirementsn future technologygenerationg14]. As
CMOS featuresizesscaleto smallerdimensionsthe inability of
operatingvoltageto scaleaccordinglyresultsin dramaticincreases
in powver andcurrentdensity Areasof high powver densityincrease
localtemperaturekeadingto hotspotsonthechip[29]. Sincemost
wearoutmechanismssuchasgateoxide breakdavn (OBD), neg-
ative biastemperaturenstability (NBTI), electromigration(EM),
andhot carrierinjection (HCI), arehighly dependenbn tempera-
ture,power, andcurrentdensity theoccurrencef wearout-induced
failureswill becomeincreasinglycommonin future technology
generation$2].

Thoughthe reliability of individual devicesis projectedto de-
creaseconsumeexpectationgegardingsystenreliability areonly
likely to increase For example,somebusinessustomersave re-
porteddowntime costsof morethan$1 million perhour[6]. Fur
ther, arecentpoll conductedy GartneResearcldemonstratethat
morethan84% of organizationgely on systemghatareover ve
yearsold, andmorethan50% usemachineghatareover tenyears

old [1]. Given the requisitelong life expectancieof systemsn

the eld andthe high costsof in- eld replacementary technique
for mitigating the amountof downtime experienceddueto failed
systemswill prove invaluableto businesses.

In orderto maintainavailability in the presencef potentiallyun-
reliable componentsarchitectsandcircuit designersave histori-
cally employed either error detectionor failure predictionmech-
anisms. Error detectionis usedto identify failed or failing com-
ponentsby locating (potentiallytransient)piecesof incorrectstate
within the system.Oncean erroris detectedthe problemis diag-
nosedandcorrective actionsmay be taken. The secondapproach,
failureprediction supplieghesystemwith afailureforecastallow-
ing it to take preventatve measureso avoid, or at leastminimize,
theimpactof expecteddevice failures.

Historically, high-endsener systemshave relied on error detec-
tion to provide ahighdegreeof systenreliability. Errordetectionis
typically implementedhroughcoarsegrainreplication.This repli-
cation can be conductedeitherin spacethroughthe useof repli-
catedhardware[32, 12], or in time by way of redundantomputa-
tion [27,24,22,37,30,18, 25, 23]. Theuseof redundanhardware
is costlyin termsof both power andareaanddoesnot signi cantly
increasehelifetime of the processowithout additionalcold-spare
devices. Detectionthroughredundang in time is potentiallyless
expensve butis generallylimited to transienerrordetectiorunless
redundanhardwareis readilyavailable.

Failure predictiontechniquesare typically lesscostly to imple-
ment, but they alsofacea numberof challenges.Onetraditional
approachto failure predictionis the useof canarycircuits [4], de-
signedto fail in advanceof the circuitsthey arechagedwith pro-
tecting,providing anearlyindicationthatimportantprocessostruc-
turesare nearingtheir endof life. Canarycircuitsarean efcient
andgenericmeango predictfailure. However, therearea number
of sensitve issuesthat mustbe addressedo deplg/ them effec-
tively. For instance the placemenbf thesecircuits is extremely
importantfor accurateprediction,becauséhe canarymustbe sub-
jectedto the sameoperatingconditionsasthe circuit it is designed
to monitor

Anothertechniquéor failure predictionis the useof timing sen-
sorsthatdetectwhencircuit lateng is increasingover time or has
surpassedomeprede nedthreshold[17, 13, 5]. The work pre-
sentedhereextendsupon[13] which presentedheideaof failure
predictionusingtiming analysisandidentifying degradingperfor
manceasa symptomof wearoutin semiconductodevices.

Recentwork by Srinivasan[34] proposes predictive technique
that monitorsthe dynamicactivity and temperatureof structures
within a microprocessoin orderto calculatetheir predictedtime
to failurebasednanalyticalmodels.This systemcanthenbe used
to swap in cold-sparestructureshasedon thesepredictions. This



work pioneeredhe idea of dynamicallytrading performancefor
reliability in orderto meeta prede nedlifetime quali cation. Al-
thoughthis techniquemay be usedto identify structureshat are
likely to fail in the nearfuture, it relieson accurateanalyticalde-
vice wearoutmodelsanda narrav probability densityfunctionfor
effective predictions.

Researchnto the physical effects of wearouton circuits has
shavn thatmary wearoutmechanisméor silicon devicesarepro-
gressve over time. Further mary of thesewearoutmechanisms,
suchas EM, OBD, HCI, and NBTI, have beenshavn to have a
negative impacton device performancdg7, 20, 41, 16]. For exam-
ple, a device subjectto hot carrierinjection (HCI) will experience
drive currentdegradation,which leadsto a decreasén switching
frequeng [7]. Therecognitionof progressie performancalegra-
dationasa precursoito wearout-inducedailurescreatesa unique
opportunityfor predictve measuresyhich canforecastailuresby
dynamicallyanalyzingthetiming of logic in situ.

The work presentedhereproposesan online techniquethat de-
tectsthe performancelegradationcausedby wearoutover time in
orderto anticipatefailures.Ratherthanaggressiely deplgying du-
plicate fault-checkingstructuresor relying on analyticalwearout
models, an early warning systemis presentedhat identi es the
performancealegradatiorsymptomaticof wearout.As acasestudy
andto derive anaccuratgerformancaegradatiormodelfor subse-
quentsimulationsdetailedHSPICEsimulationsvereperformedo
determinetheimpactof oneparticularwearoutmechanismQ©BD,
onlogic gateswithin amicroprocessocore.Researclof otherpro-
gressve wearoutmechanismsuchasHCI andEM, indicatesthat
similar effectsarelikely to be obsered as a result of thesephe-
nomenon.

The resultsof this analysisare usedto motivate the designof
anonlinelateny samplingunit, dubbedthe wearoutdetectionunit
(WDU). The WDU is capableof measuringthe signal propaga-
tion latenciedfor signalswithin microprocessologic. This infor-
mationis thensampledand ltered by a statisticalanalysismech-
anismthat accountsfor anomaliesin the samplestream(caused
by phenomenorsuch as clock jitter, and power and temperature

uctuations). In this way, the WDU is ableto identify signi cant

changesdn the lateny pro le for a given structureand predicta

device failure. Online statisticalanalysisallows the WDU to be

self-calibratingadaptingto eachstructurethatit monitors,making

it genericenoughto be reusedfor a variety of microarchitectural
components.

Traditionalstudiesof wearoutmechanisméave focusedprimar
ily ontheireffectsontransistorandcircuit level performancewith-
out analyzingthe microarchitecturaimpact. To the bestof the au-
thors' knowledge, the experimentspresentedn this work arethe

rst suchattemptin this direction. The contritutionsof this paper
include:

An HSPICE-basedharacterizatioof OBD-inducedvearout

A microarchitecturahnalysisof the performanceémpactof
OBD on microprocessologic

A detailedsimulationinfrastructurefor modelingtheimpact
of wearouton anembeddegbrocessocore

A self-calibratingVDU capableof monitoringpathlatencies

A demonstratiof how theWDU canbedeplgedto extend
processolifetime

2. DEVICE-LEVEL WEAROUT ANALYSIS

Thoughmary wearoutmechanisméave beenshavn to progres-
sively degradeperformancestransistorsage[7, 41, 16], asacase

study thiswork focusesontheeffectsof oneparticularmechanism,
gate oxide breakdevn (OBD), to demonstratehow performance
degradationat the device level canaffect processoperformanceat
the microarchitecturalevel. Dueto the lack of microarchitectural
modelsfor the progressie effectsof wearout,it wasnecessaryo
rst modelthe effectsat the circuit level in orderto abstracthem
up to the microarchitecture.The resultsof the modelingand ab-
stractionare presentedvithin this section. While this sectionis
usefulin understandinghe natureof progressie wearoutreaders
unfamiliar with device physicsmay wantto simply notethe high-
level abstractiorof OBD effectspresentedh Figurel andmaove on
to section3.

The remainderof this sectiondescribeghe transistordegrada-
tion modelfor OBD, basedon empiricaldatafrom researcherat
IBM. This sectionalsopresentan HSPICEcharacterizatiownf the
effects of OBD on gatesin a 90 nm standardcell library from a
majortechnologyendor

2.1 Gate Oxide Breakdown

OBD, alsoknown astimedependentielectricoreakdavn (TDDB),
is causedby the formation of a conductve paththroughthe gate
oxide of a CMOS transistor The progressiorof OBD causesan
increasingleakagecurrentthroughthe gate oxide of devicesthat
eventually leadsto oxide failure, renderingthe device unrespon-
siveto inputstimuli [36, 21, 20]. SuneandWu shavedthatthereis
asigni cant amountof time requiredfor the OBD leakagecurrent
to reacha level capableof affecting circuit performancg36]. This
suggestghat thereis a window of opportunityto detectthe onset
of OBD beforeoxide leakageevels compromisethe operationof
devicesandcausdiming failures.

Themodelingof OBD conductedn this work is baseduponthe
experimentalresultsof Rodriguezet al. [26]. The changein gate
oxide currentresultingfrom OBD is modeledby the power-law
expressiorin Equationl:

Igate = K(Vga)® (1)
The changein gate-to-drain(gate-to-sourcegurrentis repre-
sentedasa function of a linear scalingfactor K, the gate-to-drain
(gate-to-sourceyoltage Vyq (Vys), anda powver-law exponent,p.
Both tting parameterd< andp vary dependingon the amountof
degradationexperiencedy thetransistoin question. However, for
muchof the empiricaldatacollectedin [26], selectingap = 5.0,
while still allowing K to trackthe degreeof degradation resulted
in aconsistentt. Thisis themodelfor device degradationusedin
this work.

2.2 HSPICE Analysis

Tofacilitatemodelingtheeffectsof OBD-induceddegradatiorin
HSPICE the BSIM4 gateleakagemodel[11] for gate-to-drairand
gate-to-sourcexideleakages modi ed to accommodatéhe scal-
ing factorfrom Equationl. Usingthis leakagemodel,anHSPICE
testbenclwascreatedo simulatethe effectsof OBD on propaga-
tion delaywithin logic circuits. The testbenctconsistof anideal
voltagesourcedriving an undegyradedcopy of the gateundertest,
which drivesthe gateundertest,which drivesanotherundeyraded
copy of the gateundertest. This testbenchallows the simulations
to captureboth the loading effects a degradeddevice presentso
nodeson the upstreanmpath, aswell asthe ability of downstream
nodesto regenerate degradedsignal.

For eachtype of logic gatewithin the cell library, onetransistor
atatimeis selectedrom thegateandits leakagemodelis replaced
with the modi ed BSIM4 model. For eachtransistorthatis being
degraded,all input to outputtransistionsare simulatedso that for
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Figurel: Impactof OBD-inducedoxide leakagecurrenton stan-
dardcell propagatiordelays.

every gatecharacterizedpropagationdelayscorrespondingo all
possiblecombinationof degradedtransistoyinput to outputpath,
andinitial input statesare captured.For eachsimulationrun, the
amountof degradationexperiencedby the degradedtransistor(as
modeledby the oxide leakage)is slowly increaseduntil the gate
ceaseso function(outputsno longerswitch).

Theresultsof thetiming characterizatiomreshavn in Figurel.
Figure 1a shavs the changesn propagatiordelayfor an average
sizeinverter Theplot highlightsthe differenteffectsthatOBD has
on propagatiordelaydependingn the transitiondirectionandlo-
cation/typeof the degradedtransistor Note thatfor the casewhen
thePMOS(theanalogoustoryis truefor theNMOS) is degraded,
rising transitionsexpressedncreases$n delaywhile falling transi-
tionsshaveddecreasem delay A detaileddiscussiorof this phe-
nomenonfollows in the next paragraph Althoughtherearecom-
plex dependenceelationshipsaffectingtheperformancempacton
rise andfall propagatiordelays,asa simplifying assumptionthe
net effect is usedin this work. Figure 1b presentghe net effect
(rising transition+ falling transition)of OBD on gateswithin the
cell library. For a given gatea separatecurwe is shawvn for each
of its transistors.Note thatthe “net” changen propagatiordelay
is categorically increasingnearthe endof life for gateswithin this
cell library, irrespectie of which internaltransistoris degraded.

An examinationof Figure larevealsthatin the casewherethe
PMOSexperience$OBD, therising transitionexpressesnorethan
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Figure 2: HSPICE simulationtracesfor inverter with degraded
PMOS(slondown).

adoublingof its nominaldelaybeforetheinverterfailsto transition.
The primary sourceof thisincreasen delayis theinteractionwith
the previous stage,a non-dgradedinverter which is subjectedo
driving theleaky PMOS oxide. Figures2 and3 shav the voltages
at the nodesof interestduring the rising andfalling transitionsof
thedegradedinverter Thebold tracesshav the voltagetransitions
undernominalconditionswhile the lighter curvesarethe resultof
increasingamountsof wearout.

When the input to the inverter undertest begins to fall (Fig-
ure 2a), the gate-to-sourcexide leakage,lys, throughthe PMOS
device provides additional currentto the input node, prolonging
thedischagetime of the gatethroughthe NMOS of the preceding
stage.Thegate-to-drairoxide leakage Ig4q, initially aidstherising
transition,helpingto chageuptheinverteroutput. However, asthe
transitioncontinuesandthe outputbeginsto rise, this Iyq leakage
alsoprovidesanadditionalcurrentto thegatenode.As with the Iys
current,this too increaseshe time requiredto drainthe remaining
chage on the gate. Note alsothat with large amountsof degrada-
tion the input voltagerangecompressedueto Iys andIyq oxide
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Figure 3: HSPICE simulationtracesfor inverter with degraded
PMOS(speedup).

leakage. Unableto switch from rail-to-rail, the on-currentssus-
tainableby the PMOSandNMOS aresigni cantly reducedwhich
ultimately contritutesto the increasen overall propagatiordelay
(Figure2c).

Perhapsnoresurprisingis thebehaior of thepropagatiordelay
during a falling transitionof the inverteroutput (Figure 3). With
increasingoxide degradation the delayof theinverteractuallyde-
creasesintil justprior to functionalfailure. Thisbehaior is caused
by the Iys andIyq leakagecurrentsthathelpin chaging their own
gatenode,resultingin an earlierrising transitionon the input. As
a result, despitethe degradedon currentsdue to the compressed
gatevoltageswing, becausehe inverteractually “sees”the input
transitioningsoonerthe neteffectis adecreas@n theoverall prop-
agationdelayof theinverteritself (tcen ) andultimately the circuit
(tcir cuit )

In summary at moderatevaluesof oxide degradation,the in-
put voltageon the gatenodeswingsroughly rail-to-rail, allowing
normaloperationof theinverter However, duringthe nal stages
of oxide OBD, theinput voltagerangecompressedueto I4s and

I4q leakage(Figures3aand?2a), andthe currentconductedoy the
PMOSandNMOS devicesin theinverteraresigni cantly altered.
The signi cantly reducedoutputrangeeventually resultsin func-
tional failurewhenthe device is no longercapableof driving sub-
sequenstagesNotehowever, thatprior to circuit failure,the stage
immediatelyfollowing theinverterundertestis ableto completely
restorethe signalto a full rail swing (Figures2c and3c), irrespec-
tive of the switchingdirection.

3. MICR OARCHITECTURE-LEVEL
WEAROUT ANALYSIS

This sectiondescribesow the transistorlevel modelsfrom the
previous sectionareusedto simulatethe effectsof OBD overtime
on an embeddednicroprocessocore. The sectionbegins by de-
scribingthe processocorestudiedin this work alongwith the syn-
thesis o w usedin its implementatiorand thermalanalysis. This
is followedby adiscussiorof MTTF calculationsandadescription
of theapproachusedto conductMonte Carlosimulationsof the ef-
fectsof OBD. A discussiorof OBD'simpacton propagatiordelay
atthemicroarchitecturalevel concludeghesection.

3.1 Microprocessonimplementation

The testbedusedto conductwearoutexperimentswas a Ver
ilog modelof the OpenRISC1200(OR1200)CPU core[3]. The
OR1200is an open-sourcegembedded-style32-bit, Harvard ar
chitecturethatimplementsthe ORBIS32instructionset. The mi-
croprocessocontainsa single-issue5-stagepipeline, with direct
mappedKB instructionanddatacachesandvirtual memorysup-
port. This microprocessocorehasbeenusedin a numberof com-
mercial productsandis capableof runningthe pClinux operating
system.

TheOR1200corewassynthesizedisingSynopsyPesignCom-
piler, with a cell library characterizedor a 90 nm processanda
clock periodof 2.5 ns (400 MHz). Cadencerirst Encounterwas
usedto conduct oorplanning, cell placementglock treesynthesis,
androuting. This design o w provided accuratetiming informa-
tion (cell andinterconnectelays)andcircuit parasiticgresistance
andcapacitancealues)for the entireOR1200core. The oorplan
alongwith detailsof theimplementations shavn in Figure4. Note
thatalthoughthe OR1200microprocessocoreshavn in Figure4
is a relatively small design,it's areaand power requirementsare
comparabléo thatof an ARM9 microprocessorThe nal synthe-
sisof theOR1200appropriatesitiming guardbandof 250ps(10%
of theclock cycletime) to mimic acommodityprocessoandto en-
surethatthe wearoutsimulationsdo not prematurelycausetiming
violations.

3.2 Fower, Temperature,and MTTF Calcula-
ions

The MTTF dueto OBD is dependentn mary factors,themost
signi cant beingoxide thicknesspperatingvoltage,andtempera-
ture. To quantifythe MTTF of devicesundegoing OBD, this work
usesthe empiricalmodeldescribedn [33], which is basedon ex-
perimentaldatacollectedat IBM [39]. This modelis presentedn
Equation2.

(X + ¥_+zT)

MTTFosp / (%)(a g7 — 2
where,

V = operatingvoltage
T =temperature
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Figure4: OpenRisc120@mbeddednicroprocessor

k = Boltzmanns constant
a,b, X,Y,andZ areall tting parameterbasedn[33]

In orderto calculatethe MTTF for deviceswithin the OR1200
core, gate-leel activity datawasgeneratedy simulatingthe ex-
ecutionof a setof benchmarks running on a synthesizedetlist
using SynopsysVCS. This actvity information, along with the
parasiticdatageneratedduring placementand routing, was then
usedby Synopsy®rimePaverto generate perbenchmarlkpower
trace. The power traceand oorplan werein turn processedy
HotSpot[29], ablock level temperatur@nalysistool, to producea
dynamictemperaturéraceanda steadystatetemperaturdor each
structurewithin thedesign.

Oncethe activity andtemperaturelatawerederived,the MTTF
for eachlogic gatein the designwas calculatedusing Equation2
with the temperatur@ndactiity datafor eachbenchmarkA per
module MTTF is calculatedby identifying the minimum MTTF
acrossall logic gateswithin eachtop-level moduleof the OR1200
core.ThesepermoduleMTTF valuesarelaterusedto parametrize
the statisticaldistribution of failuresusedin Monte Carlo simula-
tions of OBD effects. Figure5 presentghe steadystatetempera-
turesandMTTF valuesof differentstructureswithin the CPU core

!Five benchmarksvere studiedto represent rangeof computa-
tional behaior for embeddedystemsdhrystone asynthetiante-
gerbenchmarkg72lencodandrawcaudiofrom the MediaBench
suite; rc4 - an encryptionalgorithm; and sobel- an imageedge
detectionalgorithm.
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Figure 5: Derived workload-dependensteadystatetemperature
and MTTF for the OR1200CPU core. An ambienttemperature
of 333K wasusedfor Hotspot.

for the vebenchmarks.

Figure5 highlightsthe correlationbetweenMTTF andtemper
ature. Structureswith the highesttemperaturesendedto have the
smallestMTTFs, meaningthat they were mostlikely to wearout

rst. For example,the decodeunit, with a maximumtemperature
about3 K higherthanary otherstructureonthechip,wouldlikely
bethe rst structureto fail. Somaevhatsurprisingly the ALU hada
relatively low temperatureresultingin along MTTF. Uponfurther
investigationjt wasfoundthatacrossnostbenchmarlexecutions,
lessthan50% of dynamicinstructionsexercisedthe ALU, andfur-
thermore,about20% of the instructionsthat actuallyrequiredthe
ALU weresimplelogic operationsandnot computationallyinten-
sive additionsor subtractions.Thesecircumstancesed to a rela-
tively low utilization and ultimately lower temperaturesilt is im-
portantto notethatalthoughthis work focusesonasimpli ed CPU
model,the proposedvearoutdetectiontechniques not coupledto
aparticulamicroprocessadesignor implementationbut ratherre-
lies uponthegenerakircuit-level trendssuggestedby the HSPICE
simulations. In fact, a more aggressie, high performancemicro-
processoiis likely to have more dramatichotspots,which would
only sene to exaggeratehe trendsthat motivatethe WDU design
presentedn this work.

3.3 Wearout Simulation
As demonstrateéh Section2, progressie wearoutphenomena
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Figure6: The obsenred slovdown of signalsfrom the ALU result
busasaresultof OBD effectsover the lifetime of oneinstanceof
anOR1200processocore.

(OBD in particular)have a signi cant impacton circuit-level tim-
ing. Work doneby Linder and Stathis[20] hasshavn that OBD-
inducedgateleakageobeys anexponentialgronth ratewith age:

Iogo (t) = Iogp, € 3)

where,

Iogp (t): theamountof leakagecurrentattime ¢
Iosp,: theinitial amountof leakagecurrentattime O
~: variedto modela“fast” or “slow” exponentialgronth

Monte Carlo simulationsof the OBD effectson a distribution of
microprocessors the eld areconductedy couplingtheleakage
model,shavn in Equation3, with themodelfor MTTF from Equa-
tion 2. For every logic gatewithin eachmicroprocessosimulated,
thetime whenthe rst initial breakdavn pathis formedin the ox-
ide, 78 b , is calculatedusinga Weihull distributionwith « equalto
the gates MTTF and3 = 1.0, consistentwith [20]. The growth
rate~ is thentaken from a uniform distribution of + /  10% of
T8 D, cOnsistenwith aslow growth rate,asin [20].

By integratingthe modelfor OBD failuretimesandthis leakage
growth model,astatisticallyaccuratepictureof theeffectsof OBD-
inducedleakagefor every gatewithin the OR1200core (acrossa
populationof chips)is derived. This nev modelis thenusedto
generateage-dependemterformancealatafor eachgatewithin the
populationof processori the Monte Carlo simulations.The per
formancenformationis thenannotatedntothe synthesizedetlist
and customsignal monitoring handlersare usedto measurethe
signal propagatiordelaysat the outputof variousmoduleswithin
the design. The processof annotationand monitoringis repeated
for every processoin the populationat regulartime intervals over
thesimulatedifetime of eachprocessor

To demonstratdnon OBD can affect the timing of microarchi-
tecturalstructuresFigure 6 shavs the resultsof onesampleof an
OR1200corefrom theMonte Carlosimulations.This gure shavs
the amountof performancedegradationobsenred at the output of
the ALU for a subsebf signalsfrom theresultbus. This gure il-
lustrateghe generatrendof slovdowvn acrossoutputsignalsfrom
microarchitecturastructuresThefollowing sectiondiscussetiow
thistrendis leveragedo conductwearoutdetectiorandfailure pre-
diction.

4. WEAROUT DETECTION

In this section thedelaytrendsfor microarchitecturastructures
obseredin Section3 areleveragedto proposea novel technique
for predictingwearout-inducedailures. The techniqueconsistsof
two logical steps:online delay monitoringand statisticalanalysis
of delaydata. In the following subsectiona circuit for conduct-
ing online delay samplingis presented.Next, the algorithmused
for statisticalanalysis,TRIX, is presentedandits applicability to
wearoutdetectionis discussedFinally, two potentialimplementa-
tionsfor the statisticalanalysisof delaypro les areproposedpne
in hardwareandthe otherin software.

4.1 Online DelayPro ling

In this section aself-calibratingcircuit for onlinedelaypro ling
is presentedA schematidiagramof theonlinedelaypro ling unit
(DPU)is shawn in Figure7. TheDPU is usedto measurahetime
that elapsesafter a circuit's outputsignal stabilizesuntil the next
positive clock edge(slacktime). It is importantto notethateven
for critical pathswithin the design someslacktime existsbecause
of guardbandsprovisionedinto the designfor worst-caseenviron-
mentalvariationandsignaldegradationdueto wearout. The DPU
designconsistof threedistinctstagesThe rst stageof theDPUis
anarbiterthatdeterminesvhich oneof the(potentiallymary) input
signalsto the DPU will bepro led. The secondstageof the DPU
generatesn approximationof the available slacktime. The nal
stageof the DPU is an accumulatotthat totals a sampleof 4096
signaltransitionlatenyy measurementandusesthis measurement
asa point estimatefor the amountof availableslackin the circuit
for thegiveninputsignal.

The rst stageful lls thesimplepurposeof enablingthe DPUto
monitordelayinformationfor multiple outputsignalsfrom a given
structure.This stageis a simplearbiterthatdeterminesvhich sig-
nal will be monitored. The areaof this structurescaleslinearly
(thoughvery slowly) with thenumberof outputsignalsbeingmon-
itored. Theeffectsof scalingon areaandpower arediscussedater
in Section5.

Thepurposeof thesecondstageof theDPU is to obtainacoarse-
grainedpro le of the amountof slackat the end of a given clock
period. The signalbeingmonitoredby the DPU is connectedo a
serief delaybuffers. Eachdelaybuffer in this seriesfeedsonebit
in avectorof registers(labeled’A" in Figure7) suchthatthesignal
arrival time at eachregisterin this vectoris monotonicallyincreas-
ing. At the positive edgeof the clock, someof theseregisterswill
capturethe correctvalue of the moduleoutput, while otherswill
storeanincorrectvalue (the previous signalvalue). This situation
arisesbecausehe propagatiordelayimposedby the sequencef
delay buffers causeshe output signalto arrive after the latching
window for a subsetof theseregisters. The value storedat each
of the registersis then comparedwith a copy of the correctout-
putvalue,which is storedin theregisterlabeled'B'. The XOR of
eachdelayedregistervalue with the correctvalue producesa bit
vectorthat representshe propagatiordelay of the pathexercised
for thatparticularcycle. In addition,the outputsignalvaluefrom
the previous cycle is storedin theregisterlabeled'C', andis used
to identify cyclesduring which the moduleoutputactuallyexperi-
encesatransition.This ensureghatcyclesduringwhich the output
is idle do not biasthe lateny sample.As a modules performance
degradesdueto wearout,the signallateny seenat its outputsin-
creasesfewer comparisonsvill succeedandthe valuereportedat
the outputof thevectorof XOR gateswill increase.

In thethird stageof the DPU, a point estimateof the meanprop-
agationlateng for a given outputsignalis calculatedoy accumu-
lating 4096signalarrival times. The accumulatiorof 4096arrival
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timesis usedto smoothout the variationin path delaysthat are
causeddy variationin the moduleinput, andthe samplesize 4096
is usedbecausd is apower of two andallows for ef cient division
by shifting.

Therearemultiplewaysin whichthis sampledneanpropagation
latengy may be utilized by a systemfor failure prediction. In the
next subsectionanalgorithmis presentedor this purposahatmay
beimplementeckitherin specializechardwareor software.

4.2 FailurePrediction Algorithm

In orderto capitalizeon thetrendof divergencebetweerthesig-
nal propagationlateny obsered during the early stagesof the
microprocessos' lifetime and thoseobsered at the end of life,
TRIX (triple-smoothedxponentialmoving average)35] analysis
is used. TRIX, is a trendanalysistechniqueusedto measureno-
mentumin nancial marketsandrelieson thecompositiorof three
calculationsof an exponentialmoving average(EMA) [10]. The
EMA is calculatedby combiningthe currentsamplevalue with a
fraction of the previous EMA, causingthe weightof oldersample
valuesto decayexponentiallyover time. The calculationof EMA
is givenas:

EMA= « Ot)EMApr ev (4)

Theuseof TRIX, ratherthanthe EMA, providestwo signi cant
bene ts. First, TRIX providesan excellent lter of noisewithin
the datastreambecausehe composedapplicationsof the EMA
smoothout aberrantdatapoints that may be causedby dynamic
variation, suchastemperaturer pover uctuations (discussedn
Section5.2). Second,the TRIX value tendsto provide a better
leadingindicator of sampletrends. The equationsfor computing
the TRIX valueare:

sample + (1

EMA; = ofsample EMAipe)+ EMAip ey
EMA;, = o(EMA; EMAZpI' ev) t+ EMAZPF ev
TRIX = o(EMA; TRIXpe)+ TRIXpew (5)

TRIX calculationis recursve and parametrizedy the weight,
«, which dictatesthe amountof emphasigplacedon older sample
values. Figure 8a demonstrateshe impactof different o values
on the amountof weight given to historical samples.This gure

demonstratethatsmall« valuestendto favor oldersampleswhile
larger o valuesre ect local trends. The wearoutdetectionalgo-
rithm presentedn this work relieson the calculationof two TRIX
valuesusingdifferent«'s to identify whenthe local trendsin the
obsered signallateng begin to diverge from the historicaltrends
(biasedowardearly-lifetiming). Figure8b shavs the effect of dif-
ferenta valuesonthe TRIX analysisof ALU resultbit 0. Figure8b
presentshe TRIX calculationsfor six differenta valuesaswell
asthelong-termrunningaverageandlocal point averageof signal
overthelifetime of themicroprocessoiThis datademonstratethat
TRIX calculationusinga = 1/2° providesan accuratesstimate
of therunningaveragg(of latenciedor asignal)overthelifetime of
the chip, anddoesso without the overheadof maintaininga large
history Further this gure shaws thata TRIX calculationwith
« = 0.8 providesa goodindicatorof thelocal samplelateny ata
givenpointin themicroprocessos'lifetime.

Thenext subsectiomescribeswo potentialimplementationghat
bringtogetherthe DPU andthis statisticalanalysisechniquen or-
derto predictthefailure of structureswithin a processocore.

4.3 Implementation Details

In orderto accuratelydetectthe progressiorof wearoutandpre-
dict whenstructuresarelik ely to fail, thiswork proposesheuseof
theDPU in conjunctionwith TRIX analysis.In thefollowing sub-
sectionstwo techniquegor building systemswith wearoutpredic-
tion mechanismare proposed.The rst techniques a hardvare-
only approachwherebothonlinedelaypro ling andTRIX analy-
sisareconductedogethelin a specializechardwareunit calledthe
wearoutdetectionunit (WDU). The secondtechniqueis a hybrid
approachrequiring fewer resourcesvheredelay pro ling is con-
ductedin hardware, but TRIX analysisis conductedn software,
eitherin the operatingsystemor in rmw are. In Section5, we
discussthe hardware costsin termsof areaandpower for eachof
theseémplementationsaswell how theWDU scalesasit is usedto
monitoranincreasinghumberof signals.

4.3.1 Hardware-onlylmplementation

The designof the WDU is presentedn Figure 9 and consists
of threedistinct stages. The rst stageis comprisedof the de-
lay pro ling unit describedn Section4.1, while the secondstage
is responsibldor conductingthe TRIX analysisdiscussedn Sec-
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tion 4.2, andthethird stageconductghresholdanalysisto identify
signi cant divergencesn lateny trends. The shadedstructuresn
this diagramrepresenthosecomponentshatwould scalewith the
numberof signalsbeingmonitored. The remainderof this section
discussesheimplementatiordetailsof stagetwo andthreeof this
design,andtherequiredresourcesor theirimplementation.

In stagetwo of the WDU, two TRIX valuesare computed: a

locally-biasedralue, T R1 X, , andahistorically-biasedalue, 7RI Xg.

Thesearecalculatecusinga valuesof 0.8 and1/2°, respectiely.

It is importantto note that the value of « is dependenbn the
samplerate and sampleperiod. In this work, we assumea sam-
ple rateof threeto ve samplegperday over an expectedl0 year
lifetime. Also, the long incubationperiodsfor mary of the com-
mon wearoutmechanismsequirethe computedTRIX valuesto
routinely be savedinto a smallareaof nonvolatile storage suchas
ash memory

Sincethe TRIX consistsof threeidentical EMA calculations,
the impactof Stage2 on both areaand powver can be minimized
by spanningthe calculationof the TRIX valuesover multiple cy-
clesandonly synthesizing singleinstanceof theEMA calculation
hardware. Section5 describeshe areaandpower overheador the
WDU in moredetail.

Thethird stageof the WDU recevesT RI X, andT RI X, val-
ues from the previous stageand is responsiblefor predicting a
failureif the differencebetweerthesetwo valuesexceedsa given
threshold. The simulationsconductedn this work indicatethata
5% differencebetweenl’ RI X, andT RI Xy is almostuniversally
indicative of a structurenearingfailure. It is ervisionedthat this
predictionwould be usedto enablea cold sparedevice, or notify
a higherlevel con guration manageiof a potentiallyfailing struc-
turewithin the core. An analysisof the accurag of this threshold
predictionis presentedn Section5.

4.3.2 Hardware/Softwae Hybrid Implementation

In orderto alleviate someof the scalingproblemsandresource
requirementof a hardware only technique,a hardware/softvare
hybrid techniquecanbe used. In this system the DPU is still im-
plementedn hardware, while the TRIX analysisis performedin

software by the operatingsystemor system rmw are. In this con-
guration, a setof dedicatedregistersfor maintainingthe lateny

sampledor differentmoduleswithin the designareused. These
dedicatedegistersaresimilar to the performanceountersusedin

modernday processorsThe systemsoftware thenregularly sam-
plesthesecountersandcanstorethecalculatedlRIX valuesto disk
or othernon-\wlatile storage.

This hardware/softvarehybrid designhasmultiple bene tsover
the hardware-onlyapproach.In the hardware-onlyapproachthe
TRIX calculationaswell asthe« parametrizatiowaluesarehard-
wired into the design, meaningthat acrossdifferent technology
generationsvith differentwearoutprogressiomates differentWDU
implementationswill be necessary However, in the hybrid ap-
proach,the TRIX parametrizations easily modi ed for usein a
variety of systems.Anotherbene t is that the hybrid implemen-
tation consumedesspower and hasa smallerareafootprint with
betterscalingpropertiegshanthe hardware-onlydesign.

5. EXPERIMENTAL ANALYSIS

This sectionprovidesa detailedanalysisof the proposed/NDU
for both the hardware-onlyand hybrid implementationsthe area
andpower overheador implementationandits ef cacy in predict-
ing failure.

5.1 Overheadand Accuracy

Figure 10 demonstratethe areaand power requirementdor a
WDU anda DPU (for the hybrid approachymplementedn Ver
ilog andsynthesizedisinga 90 nm standarctell library, designed
to monitor multiple outputsignalsfor a structure.The x-axisrep-
resentghe numberof signalsbeingmonitoredandthe y-axis rep-
resentghe overheadn termsof areaor power. Figurel0ademon-
strateghattheWDU scalegpoorlyin termsof areaandFigure10b
shavs analagousesultsfor power. Thisbehaior is largelybecause
the amountof storagewithin the WDU increasedinearly with the
numberof signalsbeing monitored. In contrast,the DPU scales
well in both areaand power with anincreasinghumberof signals
beingmonitoredbecausenly the logic for the arbiterscaleswith
an increasingnumberof signals,andthis increasein logic is for
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the most part nggligible. This implies that the hybrid prediction
techniguecanbeimplementedat a muchlower designcost.

In orderto evaluatethe ef cacy of TRIX analysisin predicting
failure, a large numberof Monte Carlo wearoutsimulationswere
conductedusing the Weibull distribution and failure model pre-
sentedin Section3.2. Figure 11ademonstratethe relative time
atwhich failurewaspredictedfor a variety of structureswithin the
processorcorefor the populationof microprocessorsisedin this
Monte Carlo simulation. Theerrorbarsin this gure representhe
standarddeviation of thesevalues. Acrossall simulations failure
waspredictedwithin 20%of thetime of failurefor thedevice. This
typically amountedo slightly lessthantwo yearsof remaininglife
beforethe device ultimately failed. Two extreme caseswerethe
Next PC module and the LSU, wherethe failure predictionwas
often almosttoo optimistic, with mary of the failure predictions
beingmadewith only about1% or about4 daysof the structures
life remaining.On the oppositeendof the spectrumfailure of the
register le was often predictedwith more than 15% of the life-
time remaining,meaningthatsomeusabldife would be wastedin
acold-sparingsituation.

Figure 11b demonstrateshe percentagef signalsthat caused
predictionsto beraisedfor eachmodulebeforethe modulefailed.
In general the percentag®f outputs agged at the time of failure
variedwidely. This canbe attributedto a numberof factors.First,
the Weihull distribution usedto modelthetime of rst breakdavn
for eachgatewithin the designhasa moderateamountof variance,
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Figure 10: Scalingof the WDU and DPU areaand power asthe
numberof signalsmonitoredscales.

asdoesthe uniform distribution usedto modelthe growth rate of
leakagdromthetimeof rst breakdan. Also, becaussomegates
experiencespeedupn the early stagesof wearoutbeforethey ul-
timately begin to slow down, thereare competingeffectsbetween
gatesatdifferentstagef wearoutearlyin the breakdavn period.

5.2 Dynamic Variations

Dynamicernvironmentalvariations,suchastemperaturespikes,
power sulges,andclock jitter, caneachhave animpacton circuit-
level timing, potentiallyaffectingthe operationof the WDU. Here,
we brie y discusssomeof the sourcesof dynamicvariationand
theirimpactonthe WDU's ef cacy.

Temperaturas a well known factorin calculatingdevice delay
wherehighertemperaturegypically increaseheresponsgime for
logic cells. Figure12 demonstratetheincreasan responsdime
for a selectionof logic gateg over a wide rangeof temperatures.
This gure shaws that over an interval of 50°C, the increasein
responsgime amountso approximately3.4%.

Anothersourceof variationis clock jitter. In generalthereare
threetypesof jitter: absolutgitter, periodjitter, andcycle-to-g/cle
jitter. Of these,cycle-to-g/cle jitter is the only form of jitter that
may potentiallyaffectthe WDU. Cycle-to-gclejitter is de ned as
thedifferencdn lengthbetweerary two adjacentlock periodsand
maybebothpositive (cycle 2 longerthancycle 1) or negative (cycle
2 shorterthancycle 1). Statistically jitter measurementsxhibit a
randomdistribution with a meanvalueapproachingero[40].

2Thegatemodelsweretakenfrom the90 nm library andsimulated
usingHSPICE.
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In generalthesamplingtechniqueemployedfor failure predic-
tion are sufcient to smoothout the effects of dynamicvariation
described.For example,a conserative, linear scalingof tempera-
tureeffectsonthesingleinverterdelayto a 3.4%increasén module
outputdelaydoesnot presenta sufcient magnitudeof varianceto
overcomethe 5% thresholdrequiredfor the WDU to predictfail-
ure. Also, becausehe expectedvariation dueto both clock jitter
andtemperatursvill exhibit ameanvalueof zero(i.e.,temperature
is expectedto uctuate bothabove andbelov themeanvalue),sta-
tistical samplingof lateny valuesshouldminimize the impactof
thesevariations. To further this point, sincethe TRIX calculation
actsasa three-phaséow-pass lter , the worst casedynamicvari-
ationswould needto causelateny samplesto exceedthe stored
T RI Xy value by greaterthan 5% over the courseof more than
12 successie sampleperiods,correspondindo over four daysof
operation.

6. RELATED WORK

Issuesin technologyscalingand processvariation have raised
concerndor reliability in future microprocessogenerations.Re-
centresearctwork hasattemptedo diagnoseand,in somecases,
recon gurethe processingoreto increaseoperationalifetime. In
this section,we brie y discussthis relatedwork and how it has
in uencedthedirectionof this paper

As mentionedn Sectionl, muchof theresearchnto failurede-

3.5

N ——
AND
| OR ——

Percent Delay Increase

O L L
50 60 70 80 90 100
Temperature (OC)

Figurel2: Impactof temperatur@nlogic gatedelay

tectionreliesuponredundany, eitherin time or space.Onesuch
exampleof hardware redundang is DIVA [8], which tametssoft
error detectionand online correction. It strivesto provide a low
costalternatve to thefull scalereplicationemplo/ed by traditional
techniguedike triple-modularredundang The systemutilizes a
simplein-ordercoreto monitortheexecutionfrom alargehigh per
formancesuperscalaprocessor The smallerchecler corerecom-
putesinstructionsbeforethey commitandinitiatesa pipeline ush

within the mainprocessowheneer it detectsanincorrectcompu-
tation. Although this techniqueprovesusefulin certaincontexts,
the secondmicroprocessorequiressigni cant design/seri cation

effort to build andincursadditionalareaoverhead.

Boweretal.[15] extendsthe DIVA work by presentingamethod
for detectingand diagnosinghardfailuresusinga DIVA checler.
The proposedechniquerelies on maintainingcountersfor major
architecturabtructuresn themainmicroprocessoandassociating
everyinstanceof incorrectexecutiondetectedy the DIVA checler
to a particularstructure.Whenthe numberof faultsattributedto a
particularunit exceedsa prede nedthreshold,it is deemedaulty
anddecommissionedThe systemis thenrecon gured,andin the
presencef cold sparesgcanextendthe usefullife of the processor
Relatedwork by Shivakumaret al. [28] arguesthat even without
additional sparesthe existing redundang within modernproces-
sorscanbe exploitedto toleratedefectsandincreaseyield through
recon guration.

Researctby Vijaykumar[18, 37] and Falsa [22, 30] attempt
to exploit the redundantandoftenidle, resource®f a superscalar
processoto enhanceeliability by utilizing theseextra unitsto ver
ify computationsduring periodsof low resourcedemand. This
techniquerepresentsan exampleof the time redundanttomputa-
tion alludedto in Sectionl. It leverageswork by the Slipstream
group[27, 23] on simultaneousedundanimultithreadingas well
asearlierwork on instructionreuse[31]. ReStore[38] is another
variationonthis themewhich couplegime redundang with symp-
tomdetectiorto managehead\erseeffectsof redundantomputa-
tion by triggeringreplicationonly whenthe probability of anerror
is high.

Srinivasaretal. have alsobeernveryactivein promotingtheneed
for robustdesignghat canwithstandthe wide variety of reliability
challengeon the horizon[34]. Theirwork attemptsto accurately
modelthe MTTF of a device over its operatinglifetime, facilitat-
ing the intelligent applicationof techniquedike dynamicvoltage
and/orfrequeng scalingto meetreliability goals. Although some
physicalmodelsare sharedn common,the focusof our paperis



not to guaranteehat designscan achieve ary particularreliabil-
ity goal, but ratherto enablea designto recognizebehaior that
is symptomatioof wearoutinducedbreakdevn allowing it to react
accordingly

Analyzing circuit timing in orderto self-tuneprocessorclock
frequenciesand voltagesis also a well studiedarea. Kehl [19]
discusses techniquefor re-timing circuits basedon the amount
of cycle-to-g/cle slack existing on worst-casdateny paths. The
techniquepresentedequiresof ine testinginvolving asetof stored
testvectorsin orderto tunetheclock frequeng. Althoughthepro-
posecdcircuit designis similarin natureto theWDU, it only exam-
inesthe small period of time precedinga clock edgeandis only
concernedvith worst casetiming estimation,whereashe WDU
emplagys samplingover a larger time spanin orderto conductav-
eragecasetiming analysis.Similarly, Razor[9] is a techniquefor
detectingtiming violations using time-delayedredundantiatches
to determineif operatingvoltagescan be safelylowered. Again,
thiswork studiesonly worst-casdatenciesor signalsarriving very
closeto theclock edge.

7. CONCLUSION

In this paperthedevice-level effectsof oxidebreakdavn (OBD)
on circuit performanceare characterized.lt is demonstratedhat
progressie OBD hasanon-uniformimpactoncircuit performance.
Theresultsof the circuit-level modelingarethenappliedto a syn-
thesizedmplementatiorof theOR-1200microprocessaio analyze
theeffectsof OBD atthemicroarchitecturalevel. Circuittiming is
identi ed asacommonphenomenoithatcanbetrackedto predict
theprogressioof OBD. A self-calibratingcircuit for analyzingeir-
cuit pathdelayalongwith analgorithmfor predictingfailure using
this datais proposedResultsshav thatour failure predictionalgo-
rithm is successfuin identifying wearoutand agging outputsthat
suffer atrendof increasingdelayovertime.
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