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ABSTRACT

Aggressive technology scaling to 45nm and below introdsess
ous reliability challenges to the design of microprocessdrarge
SRAM structures used for caches are particularly sensitiyao-
cess variation due to their high density and organizatiaesigners
typically over-provision caches with additional resowde over-
come the hard-faults. However, static allocation and loigddf
redundant resources results in low utilization of the ertsources
and ultimately limits the number of defects that can be ik,
This work re-examines the design of process variation éoieon-
chip caches with the focus on exibility and dynamic reconmg-
bility to allow a large number defects to be tolerated withdest
hardware overhead. Our approach, ZerehCache, combines-re
dant data array elements with a permutation network forigiog
a higher degree of freedom on replacement. A graph colotpgr a
rithm is used to con gure the network and nd the proper mappi

of replacement elements. We perform an extensive desigrespa

exploration of both L1/L2 caches to identify several Paggitmal
ZerehCaches. For the yield analysis, a population of 1008sch

was studied at the 45nm technology node; L1 designs with 16%
and an L2 designs with 8% area overheads achieve yields of 99%

and 96%, respectively.

Categories and Subject Descriptors

B.3.4 [Memory Structures]: Reliability, Testing, and Fault-
Tolerance

General Terms
Design, Reliability, Algorithms

Keywords
Process variation, Fault-tolerant cache, Manufacturietgly

1. INTRODUCTION

Technological trends into the nanometer regime have leaah to
increasing vulnerability of manufactured parts to procesgation.
A host of factors such as sub-wavelength lithography, lidgee
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roughness, and random dopant uctuation result in a widgridis
bution of transistor characteristics which directly trass into
lower parametric yield [7]. This signi cant divergence ofgzess
parameters from their nominal speci cation limits the aslable
frequency and also signi cantly hurts the leakage power ofiern
high performance processors [32]. Ef ciency of CMOS teclogy
is questionable in the face of such challenges. Currengeptigns
indicate that future microprocessors will be composed kibbis of
transistors, many of which will be unusable at manufactires
and many more which will degrade in performance (or ever) fail
over the expected lifetime of the processor [9]. To addriessd re-
liability concerns, designers must “armor” their desigoddlerate

d and operate properly in the presence of faults.

On-chip memory arrays in high performance processors #@re cr
ical for chip reliability as more than 70% of the transistoes be
devoted to caches. These SRAM structures, however, are-part
ularly vulnerable to the process variation due to their mimm-
geometry transistors, sensitive differential circuitdamea ef cient
semi-custom layout. The yield of amprotectectache in the 45m
technology can be as low as 33%, implying the necessity qigaro
protection [3, 4]. Under process variation, a single SRAM can
fail because of the following reasons that are sorted basethe
frequency of occurrence [3]: access time failure, writdity fail-
ure, read stability failure, and hold failure.

To illustrate the reliability implications on L1/L2 cacheBig-
ure 1 presents the probabilities of having at least oneyf&&RAM
cell considering different granularities of storage. Thiend is
shown for a wide range of single cell failure probabilitié?: (),
assuming a uniform failure distribution. As the failure patbil-
ity increases in these graphs, the granularity of fault rfestéation
decreases in size. For instance, the L2 cache con guratomoth-
strates a modest number of block-level failureat 10 5.
Thus, a block-level redundancy solution would be satisfgctor
fault tolerance in this case. HoweverRt 10 3, the L2 cache
is certain to contain at least one faulty cell in each cachelvioe
with a very high chance of fault in each cache block. This rsake
the use of word-line/block level redundancy impracticalenide,
with the increasing failure probability, a smaller granitiaof re-
dundancy will be necessary to guarantee robustness. The sam
trends can be seen for the L1 cache, but it is favorably shifte
wards the right due to the smaller block and word-line siZat®
L1 cache in comparison to the L2 cache. The primary challenge
in this scenario is to design a cache architecture that cantaia
and optimally utilize the smaller levels of redundancy fefett
tolerance. At a 48mtechnology node, an SRAM cell is expected
to have a 3MV standard deviation in the threshold voltad4 ()
resulting in aP as high a0 2 [4]. Thus, there is a real need to
devise solutions for this reliability challenge. A signaot amount
of literature targets the on-chip cache reliability comsefe.g. tran-
sient faults, manufacturing defects, process variatieanout, and
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Figure 1: Probability of having at least one faulty SRAM cell at different granularities while varying the failure proba bility of each

SRAM cell, Pe

near/sub-threshold operation) and the proposed solutimmge di-
vided into three major categories:

Coding Solutions: Simple error detection codes (EDC) and par-
ity can be applied for the detection of the faults in cach@s.[in-
gle error correction double error detection (SECDED) is dedy
used technique for protecting the memory structures. Heweéxn
a high-failure rate situation, these solutions are not izatbe-
cause of the strict bound on the number of tolerable faultsich
protected data chunk (Section 5). A 2D error correction ogdi
scheme is presented in [15] that uses two sets of EDCs onwse ro
and columns of the data array. As the results show, this sehem
is also not appropriate for high-failure rate situatiorise lthe one
addressed in this work. Further, the overhead of updatihthel
column codes for each cache write is high. Multiple bit ecor-
recting codes (ECCs) like Hamming codes are capable ofitiiher
high failure rates, but are inef cient in terms of the codidglay,
area, and power overheads for on-chip caches [15]. In suynher
coding solutions are best applied to memory structures riosie
failure-rate scenarios or where transient faults are thie wencern.

Circuit-Level and VLSI Solutions: Many solutions have been
proposed that employ dynamic voltage/frequency scalingrio
prove the cache reliability [26]. These methods try to idfgnt
the most vulnerable SRAM cell in each line and scale the acces
time/voltage to a level that guarantees proper operatiomlfahe
cells in that word-line. There are two major drawbacks obthi
scheme, 1) a mechanism is needed to dynamically determine th
weakest cell in each row, and 2) the working conditions of the
cache must be adjusted to the weakest cell, resulting in sidton
erable performance penalty (access latency). A 3T1D DRAM ce
can be substituted for the conventional 6T SRAM cell to impro
the reliability [21]. However, the 3TD1 cell cannot retahetvalue
for a long period and each word-line must be refreshed period
cally. Moreover, since on-chip DRAM is not normally used immc
rent technologies, it adds to the process/manufacturimgptexity
and effort. Another alternative is to size up the SRAM cells o
use a different structure for them (e.g. 8T, 10T, or ST) [18h-
fortunately, these methods incur a large area overheadi¢8€g)
and they are mostly employed for power reduction by allowtimgy
near/sub-threshold operation.

Architectural Solutions: Dual modular redundancy schemes
are used in many designs for providing memory structurelbdh
ity, but they are highly inef cient in terms of the overhea®9].

A popular architectural solution is to use redundant rows/@n
columns [20]. As seen in Figure 1(b), the probability of mayat

least one failure in a row is close 10 for Pe > 10 3. This
implies that most word-lines can be expected to be faultynfro
the start, resulting in a poor utilization of the provisidnesdun-
dancy. Moreover, since the redundant row replacement isdbas
on a decoder modi cation and using hard-wired fuses, it isege
ally not applicable for more than 10 extra rows [13]. A simi&t

of methods are based on the cache block/row/way disabliag th
are also suitable for the low-failure rate situations [26]ilkerson

et. al. have suggested several layers of shifters for mgngiulti-
ple defective word-lines to form a single functional wonde [36].

To achieve operation in the presence of faults, their Woiskble
method sacri ces half of the cache area and their Bit-Fixhodt
adds three cycles of latency to the cache access time. Bothiofi
result in considerable performance drop-off. There areotforks
that use a re-mapping table to map a faulty block onto another
one [14]. These methods impose a high pressure on the L1+h2 co
munication bus by increasing the L1 miss rate substantilyr-
thermore, these are properly applicable only to the dineapped
caches [3].

To ef ciently scale to higher defect densities, a more eiland
con gurable solution is necessary. To this end, we intratiee
ZerehCache (ZC, Zereh in Farsi means body armor), a hidtéai
rate tolerant solution for both L1 and L2 on-chip caches. €@n
adaptive, dynamically recon gurable solution for tacldithe high
defect rates of future technologies. It also provides a waahge of
cache design options based on the primary design concecthsasu
delay, power, and area overhead. In this work, the ZC arctuite
is leveraged to tolerate process variation imdgBechnology. ZC
takes advantage of its intelligent interlaced usage ofmdducies
in multiple ways to substantially cut the overheads of prtitey on-
chip caches. To our knowledge, ZC has the capability of aahge
the highest degree of the fault tolerance, among the preliguro-
posed approaches, for a given area budget. Current mi@egro
sors have already been equipped with ECC and row-redundancy
to protect the caches [27]. ZC can substitute these comraiti
protection mechanisms, while providing the same level biist-
ness, for a considerably lower overhead (Section 5). Weebeli
our scheme provides a solid foundation for the cache desigone
take advantage of the higher clock frequency and trangilstosity
in the deeper technology nodes while preserving the cofteat-
tionality and timing constraints of their design with lesethead.

The primary contributions of this paper are: 1) A exible,-dy
namically recon gurable architecture that can be levedhgepro-
tect regular SRAM structures against high defect densihonze-
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Figure 2: Two simple scenarios in which the line swapping can
preserve the correct functionality of the cache by resolvig the
occurred collision. A black box shows a faulty chunk of data.

ter technology nodes; 2) Minimizing the amount of redunganec
quired for protecting the cache by modeling the collisiottgra in
the main/spare cache with a well studied graph coloring lprab
and taking advantage of the existing rich approximationhoes;
3) A design space exploration in d to show the actual process
of xing the architecture parameters; and 4) Derivation amaidel-
ing of the manufacturing yield and evaluating the proposethad
under process variation conditions.

2. ZEREHCACHE

In this section, the ZC architecture is rst described thdajg:
tively recon gures itself to absorb failing SRAM cells. Nixan
effective graph-coloring algorithm to con gure the undgnlg ar-
chitecture is presented.

2.1 ZC Architecture
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Figure 3: The high-level architecture of the ZC is shown in
this gure and the extra modules that are added to the base-
line cache are highlighted. Note that the slices of the basala
dress are shown using numbers 1, 2 and 3 (Address Format).
The fault map array and spare cache have their own shared
decoder to avoid getting their word-line activation signas from
the main cache's decoder. For simplicity, the separate seas
amps for the fault map and spare cache are not shown. Built-
in-self-test (BIST) module is commonly used for fault diagosis
in the embedded memory structures.

rst line in the main cache has a failure in the same place as th
rst line of the spare cache. Swapping the rstand fth linasthe
main cache can resolve this collisiaro(lision 1). After swapping,
the second and fth rows will form the rstlogical group whicuti-
lizes the rst row of the spare cache. The second con ictaiton,
collision », is between two lines in the same logical group. Swap-
ping the fourth and the sixth lines is one possible way tolvesthis
con ict. Swapping eliminates collisions and increases ¢hance

of having a functional cache for a given area overhead budget

A high-level architecture of a set-associative ZC is shawhig-

The key idea behind the ZC architecture is to use redundant ure 3. The cache data array is divided into equal sized groups

units in multiple ways to increase their potential utilioat ZC
partitions the complete cache array into sets of equallgdsiagi-
cal groups, where each logical group is allocated one sparieec
word-line. Here onwards, we use the telime when referring to
aword-line The logical groups are formed by carefully shufing
together physical cache lines in order to optimize theaation of
a single spare cache line. Each cache/spare line is diviged u
equally sized data chunks to allow smaller granularitiesdre
substitution. For instance, the fourth data chunk of theosdc

spare line can be used to substitute the fourth data chunkeof t

third/fourth cache line in the case of failure. Flexibilfyr this line
shuf ing is provided by adding a network into the cache tHaivas
swapping of cache lines to eliminate con icting failuresorCict-
ing failures occur when two lines that share a spare line hdad-

ure in the same chunk, or when a cache line and its correspgndi

Lines within each of these groups share a single spare litieein
spare cache (static multiplexing of spares). For each adocethe
cache array, in a high speed design, the spare cache andiuthe fa
map arrays are also accessed in parallel. The result of tiefiap
access determines whether the spare data chunk should teel rou
to the output instead of the main cache content. In order¢vate
many defects, logical groups are formed by carefully smg ito-
gether cache lines using an interconnection network. AsrEi@
demonstrates, the functionality of the interconnectiorwoek is to
swap the lines in a manner that resolves the existing cotigsi The
con guration for this network is computed once and savedhia t
non-volatile network con guration storage. By using stamulti-
plexing and the interconnection network for overcomingliiméta-
tions of static binding, ZC can maximize the utilization loétspare
units. The remainder of this section provides a detailedrijfgion

spare have failures in the same chunk. While there may be suf- for each of the architectural modules.

cient redundancy, con icting failures arise and rendeethache
non-operational.

Spare Cache:Each row in the spare cache corresponds to a log-
ical group of lines in the main cache. A single row of the spare

To illustrate this issue, Figure 2 shows two simple sceario cache is further broken up into smaller redundancy unitsxafd

where ZC can preserve the correct functionality of the ulyitey
cache while it is not possible for conventional redundaneyhuds
to do so. In this gure, each line contains ve units of datadan
every two consecutive lines in the main cache form a logicalig.

size. Each of these redundancy units in the spare cache &ezps
valid content of the corresponding corrupted element inrttzén
cache (if any exists). In order to avoid high fan-in ORs reegli
when using the main cache row decoder, the spare cache dhd fau

Each logical group is assigned one line in the spare cach@ Th map arrays use a separate shared decoder. This decoddneisgs t



Figure 4: A Benes network is shown which connects the second
rows of the four consecutive logical group of rows in the main
cache. As an example, a single route from the decoder to the
word-lines is also shown.

n most signi cant bits from the set segment of the memory askire
wheren is based on the number of rows in the spare cache.

Interconnection Network: In order to shuf e around the cache
lines and form logical groups, we use an interconnectiowoik.
This network is placed between row decoder of the main cactie a
the cache word-lines. A unidirectional Benes network (BR25][is
used to provide a non-blocking routing and full permutatioap-
ping between the inputs and outputs. As Figure 4 shows, a B
consists of two back-to-back connected butter y networkehe
main reasons for selecting a BN for this work are: 1) Full perm
tation and non-blocking properties allow routing any petation
from inputs to outputs in a con ict-free fashion. 2) Logduritic
depth of the net can minimize the imposed delay overheadeof th
interconnection network. For connecti@j nodes to each other,
2n 1 stages are required. We call this a BN witlswapping
levels. 3) The BN delay/power/area scaling charactesstie su-
perior in comparison to most other interconnection netwdike
full-crossbar or omega network.

The network consists of multiple local BNs. Each local BN is
used to connect the word-lines with the same relative mositin
different groups. For instance in Figure 4, all of the fououps
have their2™ lines connected by a local BN. There have to be as
many interleaved local BNs as there are lines in a singlegyrdhe
set of groups connected by a single local BN is called the pimgp
set, and the size of this swapping sgt{" °f swapping levels
22 in the example shown) is determined by the depth of the net-
work. Given the full permutation and non-blocking propestiof
the chosen interconnection network, lines in the sameivelab-
sition can be swapped between the different logical groups.
creasing the depth of the BN widens the scope of line swapping
however, it also imposes higher overheads on the underbanbe.

In order to minimize these overheads and reach to a netwdtk wi
higher depth, we employ an ef cient circuit-level implentation

of a BN which is presented in [30]. A memory hash-table can als
be used as an alternative here. However, since this netwankle
critical path of the cache access, we employ a BN which pes/id
inherent exibility, lower delay, and lower power consurigt.

Network Con guration Storage: The interconnection network
con guration is kept in the network con guration storagecéord-
ing to our evaluations in the next section, a small fractibnhe
manufacturing test time can be used to solve the con gunadiad
mapping problems. For the network con guration storage,use
a low-voltageon-chipNOR- ash described in [31]. However, since
this structure is extremely small (mostly less than 400 $ytem-
ploying other non-volatile memories (e.g. fuse, or EEPROIs3
negligible impact on our results.

Fault Map Array: The fault map array has the same number of
rows as the spare cache. For each redundancy unit in a sgdre ca
row, the fault map array stores the row number in the cornedjpy
logical group which utilizes that redundancy. For examjifeg
broken data chunk in the 5th row of an eight-rows logical grou
should be replaced by its corresponding spare unit, the faap
saves 101 for that redundancy unit. This implies, that foegyv
small granularity of redundancy, the length of the wordeérin the
fault map array can be signi cantly longer than the main @ch
The access time of the fault map array is comparable to the L1
cache. Hence, this structure should be accessed in panailel
the tag array access for the L1. Conversely, for the L2 caittee,
access to this structure happens after the hit resolutiom the
tag side, resulting in a signi cant reduction in the dynaragress
energy. In contrast to the network con guration storage,clth
should be lled during the manufacturing test time, the fambp
gets its contents directly from the built-in self test (B)Swmodule
during the rst boot of the system. Further, its content carshved
on the hard-disk and retrieved during the machine boot ugs Th
mechanism works properly for the fault map since the BN reute
have already been xed. And during the testing operation byB
the effect of line swapping will be automatically accounted

Comparison Stage: This stage compares the least several sig-
ni cant bits of the set segment of the addresgth the returned
content of the fault map array to determine whether that ohit
redundancy replaces the data chunk from the main cache.

N MuUXing Level: Atthe end of the access critical path, based on

the results of the comparison stage, the MUXing level dergem
for each redundant unit whether the main cache or the spateca
data is valid and drives that onto the cache output. Worekliim
the main/spare cache are divided into equal units of recuryda
The size of these redundancy units speci es the MUXing granu
larity. On the other hand, since the read and write are symimet
operations, the only modi cation in the implementation Wwibbe
to replace the MUXes with pass transistors.

In order to guarantee the proper operation of the on-chipesc
we assume all the main SRAM structures in the ZC architecture
(i.e. main cache, spare cache, tag array, and fault map)dazail
affected by the process variation. In our design, the maihspare
caches are the major contributors to the ZC area and potéaitia
ures in these structures are directly handled by our schémer-
der to protect the fault map and tag array, we employ a process
variation tolerant 8T SRAM cell which is more area ef cieihiain
simple transistor sizing [11, 10, 34]. However, it shouldrtmed
that the 8T cell comes with around 36% area overhead and is not
cost effective for protecting the entire cache (Section 5).

2.2 ZC Con guration

Proper con guration of the ZC is crucial for achieving highe
utilization of the spare elements. The rst step toward tisito
determine the input/output mapping for the BNs. In otherdsor
logically group together the cache lines that share a sisptee
line. We model this as a graph coloring problem that can bessol
during the manufacturing test time. The solution to the dotp
problem provides the required BN con guration informatiwhich
is saved in the network con guration storage. On the rst bap
of the machine, the BIST module takes advantage of the alread
con gured BNs to nd the faulty SRAM cells. The fault map ayra
is then populated by the BIST module based on the location of
the faulty cells in the main/spare caches. In order to aehav
effective line swapping capability in ZC architecture, twajor
algorithmic problems need to be addressed here: 1) Effegtivup

1The number of bits depends on the number of word-lines in each
cache logical group.



Figure 5: Mapping between the graph coloring problem and thedefect pattern in the main/spare caches. The solid edges sthfor the
intrinsic con icts between the word-lines. The dotted edgs correspond to the word-line con icts due to the defect patrn. Numbers
written in the spare units indicate the corresponding cachavord-lines to which the spare units are assigned. These caspondence

numbers form the content of the fault map array. (G=Green, B=Blue, P=Purple, O=Orange)

formation, 2) Benes network con guration.

2.2.1 Effective Group Formation

The problem of determining the logical groups that sharena si
gle spare line in the ZC architecture is modeled as a grapiriog|
problem. Figure 5 is an example that illustrates the prooéssap-
ping the defects in the main/spare cache to a graph. In theecac
arrays of Figure 5, each black box stands for a faulty cell S8Aime
cache is divided into 4 logical groups and a spare line igassi
to each logical group. Two local BNs are required to do thepro
shufing. (e.g. lines 1 and 2 in the main cache form a logical
group that utilizes line "a' in the spare cache) The rst (zad)
lines from different logical groups can swap their posifiarsing
the corresponding local BN (e.g. lines 1, 3, 5, and 7 can stvaip t
positions).

The graph on the left hand side of the gure is constructectbas
on the defect pattern in the main/spare caches. Each nodigsin t
graph represents a line in the main/spare cache. Wheressjtfes
represent a con ict between a pair of lines, i.e., the twoeasdon-
nected by an edge represent lines that cannot be in the sginallo
group. A graph coloring algorithm can now be applied to thiagdp
to nd a solution such that neighboring nodes are not assighe
same color. Thus, after coloring, nodes with the same caler a
guaranteed to have no edges between them implying that thee co
sponding cache lines have no con icts between them. Caadles li
with the same color thereby form a logical group. The grapiesd
that represent con icts between the lines can be broadlyddd
into two categories:

A graph coloring problem is solvable for a graghand an in-
tegerK 0, if the nodes ofG can be colored withk colors such
that no edge exists between the same colored nodes. Foraiur pr
lem instance, we want to show that if there hrggical groups in
the cache, and the nodes can be colored with at mostors, then
there would be a feasible con guration for the BNs such that t
ZC works properly. But since there is always a complete saipiy
in the problem graph with nodes (due to the intrinsic edges), the
chromatic number is at leakt On the other hand, our problem
constraint dictates that we can use at mosblors for the graph
coloring problem. Hence, the graph coloring problem for &
con guration should have a solution with exactiycolors. A valid
coloring assignment indicates no collision between thesliwithin
each logical group and replacement of the defective datakshu
can be properly handled.

Graph coloring is widely recognized as NP-complete. Thus,
for solving it, we use an approximate algorithm called Inpbete
Backtracking Sequential Coloring (IBSC) [16]. IBSC is a©iea
ily optimized version of the full backtracking solution. ristricts
the branching factor on each level to expedite the processdef
ing the approximate chromatic number. On an average, IB${L on
increases the chromatic number of the graph by 5.2%, whiobris
siderably better than the theoretical upper bound that vee fisr
the analysis in Section 3. The complexity of the IBSC aldponit
is O(jVj*) and the actual runtime is discussed in the next section.
Furthermore, this algorithm can easily be converted to ae&so-
lution by eliminating the branching heuristic. It is espalyi useful
in the case of small graphs or when more computational ptwer/

Intrinsic Edges: Each of the lines in the spare cache is dedicated ¢&n be devoted to the solver.

to a single logical group in the main cache. This implies that

The graph coloring solution determines the assignmentesli

spare lines cannot be in the same logical group. As a result, 4 t0 logical groups. All the lines in the main/spare cache wta
nodes (a, b, ¢, d) construct a complete sub-graph (Figure 5). Same color form a single logical group. For example, all thed _
Moreover, the structure of the BN forces the lines connected With the orange color are bound to the orange spare row using

to alocal BN into different logical groups. For examplegiin

the corresponding local BNs. Figure 5 illustrates a valitbdng

1, 3, 5, and 7 can not be in the same group. Consequently, 8SSignment.  With this coloring assignment in place, theckig

these 4 word-lines also form a complete sub-graph.

Defect Edges: The defect pattern in the main/spare cache intro-

groups formation is complete for the main cache. The next iste
to solve the BN con guration problem in order to make the @ach
functional.

duces other edges in this graph. These defect edges connect

the pair of lines that have at least one con ict (for the same

data chunk). For instance, there is a defect edge between the 2.2.2 Benes Network Con guration

nodes3 andc, because both have their second data chunks

faulty.

The BN is non-blocking and also allows any permutation of the
inputs to be mapped to the outputs. In Figure 6, the left catrine-



Figure 6: Proper con guration of two BNs that transform the a ctual cache layout (left) to the virtual one (right) for the given coloring

assignment. The upper(bottom) BN connects the rst(secorjdrows

of the 4 logical groups. The 2-input MUXes with darker ®lor

get the select bit asl and lighter color ones get the select bit ab. (G=Green, B=Blue, P=Purple, O=0range)

ture shows the physical cache layout with a solution for tzgly
coloring problem. As described, the color of each line detees
the logical group to which the line is assigned. As a reshiét fgosi-
tion of each particular line after the line swapping is agpar For
instance, in the Figure 6, the last cache row has a greenwbich
corresponds to the rstrow of the spare cache. This denbizshe
last cache row should be mapped to the second row of the gstlo
cal group. The line ordering for the virtual cache layout lo@ tight
hand side can be obtained from the physical layout by empdpyi
two 3-layer deep local BNs. The BNs have to be properly con g-
ured, by determining the select signals for the MUXes withia
BN, to achieve this re-ordering. Having the desirable peation
between the inputs/outputs of the BNs, we employ the regirsi
method described in [37] to con gure the network. Since an n-
input BN is constructed from two identicgl-input sub-networks,

the con guration can be computed recursivelydin?).

3. DESIGN SPACE EXPLORATION

The process of nding suitable design points for L1/L2 ZCs in
volves xing the architectural parameters. The high lewehdtec-
tural parameters used for this exploration are listed inddb In
addition, there are three main parameters speci ¢ to the &€igh:

a) size of the spare cache, b) depth of the BN, and c) the MUXing
granularity for the redundant data chunks. In this sectiansweep

a wide range of values for these parameters and study theeaer

of each design point. The number of spare cache lines was take
from the setf 2' ji 2 f0;1;:::;799. Note that the length of the
word-lines is the same for the main and spare caches. Théa dept
of the BN is selected from the skt; 3; 5; :::; 199 and the MUXing
granularity is selected from the ge2' ji 2 f 0; 1;:::; 10gg bits. In
total, considering both the L1 and L2 caches, there are 18609

in the design space. In order to prune this design space, aerum
of practical design constraints were considered. For mt&tade-
signs with more than 128 spare lines were not studied dueeio th
signi cantly high area/power/delay overhead. Detailesidissions

of these practical constraints and their impact on the despgce
follows. Finally, we pick suitable con gurations for L1/L2Cs.

1) Graph Coloring Solver Time: A deeper BN can provide

a wider range of cache line swapping, thereby improving Z€ de
fect tolerance. However, a deeper network also increasesaim-
plexity of graph coloring and BN con guration. Out of thesed,
the runtime of the graph coloring problem is by far the dortiina
ing factor. Figure 7 depicts the relationship between tlze sif
the graph-coloring problem and the time required to soluesihg
the IBSC algorithm (Section 2.2). We ran the solver on a singl
core Pentium-4 processor witlsB of memory capacity and@Hz
clock rate. The Y-axis in this plot is logarithmic. It demorases
the fast growth in the runtime of the solver with the increasthe
problem size.

The total manufacturing test time for a high-end processon{
sidering the functional, structural, wafer, and packadiests) is
around a few minutes [33, 19]. Using this as a reference, mi li
the graph solver time to use a maximum of 10 seconds for atl fou
on-chip cache structures (L1-D, L1-1 and two banks of L2): the
case when the cache haspare word-line for everk word-lines
and the depth of the BN &b 1, the total number of nodes in the
graph coloring problem would kg +1)2°. According to Figure 7
and based on our solver time budget, ZCs can use BNs that are up
to 9 levels deep and can connect 32 logical groups togethar. F
instance, if each logical group consists of eight worddinghere
would be32 (8 + 1) = 288 nodes in the graph coloring prob-
lem. There are numerous works [12] on the parallel graphreolo
ing algorithms that can be used for decreasing the solvdimnen
and potentially increasing the allowable depth of the ZOwEleer,
scrutinizing them is beyond the scope of this paper. As arsidie,
in order to get a feeling about size of the network, we lookhat t
transistor count here. A 9-level deep BN has less than 37i« tra
sistors while a 64K L1 cache, which is much smaller than L2, ha
more than 3M transistors.

There is a less than 4% chance that the solver does not nd-a fea
sible coloring assignment due to limitations on the timedmicbr
the inherent complexity of the collision pattern (SectignWsing
a deeper BN, longer time budget for the solver, ner granityar
of MUXing, or a larger spare cache can further reduce thislisma
chance. Nevertheless, if such a situation does arise, weeiean
ther resize the cache or simply reject it. Block/way disadpliech-
niques [26] can also be applied at the position of the faudty/to
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Figure 7: The run-time of the IBSC graph coloring solver inms
for different edge densities and number of nodes in the graph
In this gure, pisthe edge density which is de ned as the prob-
ability of having an edge between an arbitrary pair of nodesn
a random graph G(n,p).

preserve correct functionality. Note that the scenariogmnatZCs
need to resort to such methods are very rare.

2) Probability of Operation : The probability of operationHop)
is a de nitive metric for a reliable system. We calculate fireb-
ability that a speci c ZC architecture can properly operéte a

givenPe and use the results to further prune our design space. The

graph, which was generated in Section 2.2, represents tanioe
of a defective cache. For the sake of this study, defectiches
are modeled as random grapBén,p)since SRAM cell defects oc-

cur as random events. These random defects are due to the majo

contribution of the random dopant uctuation to the proceasa-
tion [4]. Here,n is the number of nodes anuis the probability of
having an edge between an arbitrary pair of nodes.

The next step is to estimate the graph coloring solutionHesé
graphs. Calculating the average upper bound of the chroman-
ber for arandom graph is a challenging problem in graph thigjr
We use two different proposed upper bounds to evaluateshef

ZCs for a given number of failures. The same set of input con-
ditions are required for both of these upper bounds, whichewe

derived by Achlioptas [1, 2] and Bollobas [8]. The proposed u
per bound by Bollobas (B) works better for smaller valuep ahd
the Achlipotas bound (A) is mostly applicable for the largeaf-

ues ofp. Thus, we used the weighted average of these two bounds

based on the value (e.g.pA + (1  p)B). Approximation al-
gorithms used to derive these upper bounds, have a sigrilycan

Table 1: The target system con guration

[ Parameters [ Value |

Frequency 4 GHz

L1 Caches 64KB data and 64KB instruction, 2-way set
associative, 2 cycles hit latency, 32B block size

L2 Cache 2 banks 2MB Uni ed, 16-way set associative,
12 cycles hit latency, 128B block size

Registers 128 integer, 128 oating point

ROB (re-ordering buffer) 128 entries

LSQ (load/store queue) 64 entries

Instruction fetch buffer 32 instructions

Issue width 4

FU (functional unit)
FPU (‘oating point unit)

4int ALU, 1 int mult/div, 2 memory system port:
4 FP ALU, 1 FP mult/div

Main memory 250 cycle latency, 16 bytes with 10-cycle latendy
Branch predictor combined (bimodal and 2-level)
BHT (branch history table)| 4096 entries

RAS (return address stack) 32 entries

BTB (branch target buffer)| 512 entries, 8-way associative

poorer approximation factor compared to the IBSC algoritisad
in Section 2.2 [22, 35]. The edge probability factois de ned as
the ratio of the expected number of edges in the graph to the nu
ber of edges ik, (a complete graph with nodes). The expected
number of edges in a randomly constructed graph can be esdcul
by accounting for the intrinsic and fault edges:

u u
Eedges = Eintrinsic + ErFaurt = m 2 + 2
+m w1 @ )
u m u
+ 5 m 5 1@ )

wherem is the number of word-lines in each logical groupijs
the number of logical groups in a swapping dets the MUXing
granularity,t is the number of redundancy units in each word-line,
n is number of swapping setg; is P for the main cache, angh

is P¢ for the spare cache. Here; =1 (1 pi)® shows the
probability of having at least one failure bbits.

Figure 8 shows th@,, of an L2 ZC with 128 spare word-lines,
MUXing granularity of 8 bits, and 5 levels of swapping. In bac
of the sub- gures, two of the parameters are xed and thedhir
one gets the values from the original sweeping set. Notiaeith
Figure 8(a), adding the rst few levels of line swapping Sign
cantly increases the robustness of the cache, but beyonet(3,le
adding more levels has a diminishing return. Since the weih
average of the two bounds is not an integer number, we emgloye
a semi-sigmoid function, which is a sigmoid function tteal the
shifted step functionNumber of Logical Groups + 0)5for map-
ping the calculated chromatic number fg,. Using this semi-
sigmoid function, if the calculated chromatic number is Bema
than the number of available logical groups in the swappigiy s
the graph is colorable with a probability close to one anthéf de-
rived chromatic number is one unit larger than the numbepgf |
ical groups, the probability would be close to 0. As shown3h [
Pr in 45nmcan be as high as0 2. Based on this fact, we pick
the design3 points from our design space that Haye> 90% for
P;: =10 .

3) Area and Power Overheads:Based on the limiting factors
that we have proposed, the size of the design space shriois fr
the 1760 starting points down to 103 points. The next faabor f
eliminating the points is a one-by-one comparison. Giveesigh
point(L1; M1; D1) with L, spare word-lines, MUXing granularity
of M1, and aD; deep BN and another design pofit;; M2; D2),
we can exclude the rst point from the design space if it isshidr
in all dimensions:

L, Lo Mg My ; D1 D>

This is equivalent to removing dominated points in the Respaice
with dimensiond_1;M;D1. This step reduces the design space
to 11 points for L1 and 8 points for L2.

To evaluate our designs, we used CACTI 6.0 [24] for evalggtin
the area, leakage power, and the dynamic energy for the SRAM
structures. The Synopsys tool-chain was employed for atialg
area, timing, leakage power, and dynamic energy of the rRANS
parts. All designs are evaluated inrta

Figure 9 shows the area, leakage power, and dynamic energy
overhead of the selected points in the design space. Famnicest
L1-32-8-3 stands for an L1 design point with 32 redundants;ow
MUXing granularity of 8 bits, and BNs of depth 3. It is notable
that increasing the size of the spare cache does not alwagisde
an increase in the area of the L2 ZC because the fault mapssize i
reduced. However, due to the longer L2 word-line, a ner My
resolution is required which results in a relatively larggult map
array for L2 compared to L1. The dynamic energy overheadher t
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Figure 8: Pop of L2 ZC for different Pe while xing two parameters and allowing the third one to vary.
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Figure 9: Area, power, and energy overhead of the potential IL/L2 ZCs which are stated in percentage.

L1 ZC was mostly higher compared to the L2 ZC. There are two  Considering the design points in Figure 9, we select L1-851
reason behind this: 1) The L1 cache accesses the fault naap/sp as the L1 ZC which imposes 16% area, 9% static power, and 19%
cache in parallel to the main cache and 2) The L1 cache reads th dynamic energy overhead over the baseline L1 cache. For2he L
entire set for every access whereas the L2 cache is able ¢o rea ZC, L2-64-4-7 is selected which imposes 8% area, 9% statiepo
just the right cache block because the tag and data are adcess and 16% dynamic energy overhead compared to the baseline L2
sequentially. cache. These two selected con gurations represent a gadd-ff

4) Cache Access LatencyThe increase in the BN depth also  between all the design objectives. However, based on acphati
has a direct impact on the cache access time. Since on-ottigga  optimization criteria, another design point might workteet For
are essential for the performance of modern processorssstaree instance, if static power is the main concern, the optimaigte
no slack is available on the access time of the caches. Tneref  point for L1 switches to L1-32-8-3.
any minor modi cation in the base caches results in at leastex-
tra cycle access penalty. Nonetheless, in the case thdtleoaisle
slack is available, a design with narrow BN can be leveraged f 4. YIELD ANALYSIS

avoiding any additional cycle latency. In our design, the Xiihg In this section, we go through the process of manufacturielgly
level and BN are on the critical path of cache accesses. Baised  calculation for a population of ZC enabled chips. A popuaiatof
the timing analysis of our design, in Figure 9, design poiith 1000 chips was generated from the selected ZC con gurafions

BN depth less than or equal to 7 need one extra cycle latenicy fo this purpose. We account for both, inter-die (die to die (2ihd
the cache access while others (i.e. BN depth = 9) requirefaext intra-die (within die (WID)), components of the processiation.
cycles. In Section 5, we evaluate the performance drop-wdftd VARIUS [28] is leveraged to model systematic, D2D, and medul
the additional access latency of the L1/L.2 ZCs. level intra-die variations. Each chip is considered as apmsition
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Figure 10: Distribution of generated chips by the number of filty SRAM cells in their L1/L2 caches. A population of 1000 bips is
generated by considering the large-area clustering effecintra-die, inter-die, systematic, and parametric variations.

of 8 SRAM structures: L1-Data, L1-Inst, two L2 banks, and the
corresponding spare caches. Tﬁé— is set to 12.5% which is the
projected Systematic + D2D varlatlon fordtechnology [4].

Having all the high level variation models in place, a twegst
approach is used to derive the number of faulty cells in edRAN
array for an arbitrary chip in the population: 1) We take th&a-
module variation model from [4] withy,, = 30mV . Using this
model, the nominal value & across each module is derived from
the data provided in [23] based on the average shiftsinfor that
module. 2) The clustering effect, which determines the eegf
defect dispersal in the cache structures, is also modeled tB
the high density of SRAM structures, the clustering effeas la
signi cant impact on the arrangement of the defects in theezo
sponding SRAM arrays. We account for it by employing thedarg
area clustering negative binomial model [17] which is basethe
well-known negative binomial yield formula.

Figure 10 illustrates the distributions of the 1000 gereztathips
based on the number of faulty SRAM cells in their L1/L2 caches
For instance, as Figure 10(a) shows, around 100 of the claps h
100 to 150 faulty SRAM cells in their L1 cache. These derived
distributions are consistent with the ones in [3]. It is iet&ing to
note that, in the case with no protection scheme for the ¢abkee
yield for 45nmtechnology could be as low as 33%.

Manufacturing yield is de ned as the fraction of fully funahal
chips to the total number of manufactured ones. This valuebea
interpreted as the probability of operation for a particalaip after
the manufacturing proces¥, ). We de neCWandC; as events
that express the proper functionality of a manufactureg ahid the
existence of faulty cells in a chip, respectively. In the following
equationsNo is the total number of manufactured chips; is
the number of the chips withfaulty cells, and\ceis is the total
number of SRAM cells. Based on the rules of probability:

Nells
Pr(Cw) = Pr(CW\ Ci)
i=0
1 NXells
= Pr(CWjCi) N;
N ot i=0

Since we consider an independence betweerPthef L1 and
L2 caches, as shown in [14], the yield of a chip can be writen a
1)

Yieldep = Y ield,

i2 chip modules

As aresultPr(CW) can be written for each cache separately.
Equation 1 is used to calculate the chip yield in each casee,He
Pr(CWjC;) is the probability of having a functional cache given
that it containg faulty cells and can be written as:

Pr(T;FM;MC;SC Ti,;FMi,;MCi;;SCi,) = Pr(TjTi,)
Pr(FMjFEM;,) Pr(MC;SCjT;FM;MC i;;SCi,)

wherei; + iz + iz + is = i. In this equation,T/FM/MC/SC
are the events that the tag/fault map/main cache/sparee caeh
rays work properly. Similar to the previous equatioils, is the
event of having: faulty cells in the tag array. For the fault map
and tag array, we assume 8T cells guarantee the fault-freratpn
of these relatively small structures (i.Br(FM jFM;,) =1 and
Pr(TjTi,) = 1). Finally, calculation of the last term is discussed
in Section 3.

Given the population of 1000(.: ) generated chipg\; for each
of the cache structures is known using the mentioned maglelin
Yields of the L1 cache and each L2 bank are calculated thrthegh
described methodology. The derived yield for the L1 ZC anthea
bank of L2 ZC are 98.8% and 98.2%, respectively. This implies
96.4% vyield for the L2 ZC.

5. COMPARISON AND DISCUSSION

To demonstrate the ef ciency of our design, we compare ZC
with conventional and recently proposed methods in thisigec
As representatives for the ZC architecture, we pick the R118-5
con guration as the L1 ZC (16% area overhead and 99% yield) an
L2-64-4-7 con guration as the L2 ZC (8% area overhead and 96%
yield).

5.1 Comparison with Conventional Tech-
nigques

Figure 11 demonstrates the amount of area overhead reguired
protect the L1/L2 caches using different protection scherker a
given probability of failure, we started with the least pb$s over-
head for every mechanism and gradually increased the aera ov
head until theP,, reaches 90%. An in nity symbol( ) on the top
of a bar indicates that achievifp, > 90% s not possible for the
corresponding protection mechanism. This gure only acttsdior
the amount ofedundancyequired by SECDED (ECC), DECTED
(ECC-2), and row-redundancy methods while consideringtims-
plete overheads for ZC modi cations. In other words, hardwa
overhead for encoder/decoder is not considered for ECC/ECC
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Similarly, the decoder augmentation is not included in theaa are faulty and the value of these blocks must be retrieved fie

overhead of the row-redundancy protection method. main memory. For our system con guration (Table 1), thisutes
Row-redundancy can protect any cache with inef cient usaige  in an effective access time of 164 cycles for L2 which hures th
the redundant elements. Nevertheless, as it is shown in {&&} performance drastically. Nevertheless, considering drilythey
redundancy with more than 10 extra rows is not ef cient dué® achieved 94% yield compared to 99% yield for our scheme.
considerable increase in the row decoder latency. As showims Wilkerson et. al[36] proposed two cache protection schemes
gure, the area overhead of ZC is signi cantly smaller comgi that use several layers of shifting to merge multiple défedines

to even the 2 bit error correction scheme (ECC-2) which hag-as  into a single functional line. Their method was originallgsigned

ni cant power and area overhead for decoding/encoding. nGoi  to reduce the operational voltage of the on-chip caches darep
beyond 2 bit correction using ECC codes is extremely experigi saving. Reducing operational voltage of a cache causesRAMS
terms of the code storage area, decoding/encoding powedend  cells to start failing and they tried to tolerate these unedrfail-
lay [15]. On the other hand, single bit correction ECC carewan ures. Alternatively, in order to improve the stability of &SRAM
protect the cache structures with > 10 *. For L2, the differ- cell, Changet. al[10] proposed an 8T SRAM cell, which has been
ence between ZC and other protection mechanisms is even morestudied and compared with the other alternatives in a maselde

noticeable because of the longer word-line and larger cactee manner by Chen [11] and Verma [34]. These works show that 8T

that challenge the other protection mechanisms. In terniseoén- is more effective than simple transistor up-sizing for impng the

ergy consumption, ECC and ECC-2 impose around 25% and 50% stability of a bitcell. An 8T cell is more robust against raguset

overheads, respectively [15]. Whereas, both of the seldctd 2 failures compared to a conventional 6T cell due to the igmhaf

ZCs have less than 20% energy overhead (Section 3). Hence, itthe read and write paths [11].

should be clear that the conventional soft-error cacheeptimn Table 2 summarizes the comparison with these two schemes. As

schemes cannot deal with the high degree of process-ariati can be seen, Wilkerson's method has a notably higher pedoce

deep nanometer technologies. drop-off than ZC. This behavior is due to two reasons: thi-a

tional cycles of latency for L2 accesses (compared to 1 carle

5.2 Comparison with Recently Proposed ZC); and, the L1 and L2 capacities are reduced by 50% and 25%,

Techniques respectively, to provide spares for xing failures. Willeam did

not report any power overheads, thus we do our best to provide
an estimate in Table 2. We ignore overhead due to ECC correc-
tion of repair patterns and the shifting layers along witkittcor-
responding decoders. Wilkerson's method has a signi cantqr
overhead because parallel access to both banks is necassiagy

More recent proposals target high defect density scenénits
are challenging if not impossible for conventional schentéere,
we compare ZC with three of these recently proposed cache rel
ability schemes that target failure rates close to ours.tk@mpur-
pose of comparison, we measure the performance drop-of for

: : : L1 and L2 caches (parallel access only occurs to the L1 Z@), an
system (Table 1) equipped with the selected L1/L2 ZCs in Sec- . .
tion 3. A performance loss is expected due to the extra cyEle o there is a high leakage power for the ST cells used for therrag.a

- . Lastly, the area overhead of Wilkerson's method is modegh w

latency added to both L1 and L2 ZC designs. We used the Sim- 4 3 .
pleScalar [5] out-of-order simulator along with the SPER-EFO00 ZC gllghtly higher. It should be noted that the area of L2 tsuad
(171.swim, 172.mgrid, 173.applu, 177.mesa, 179.art, e} take, A.'l times larger than L.l' .Consequenthyea.overhead of a protec-
188.ammp) and the SPEC-INT-2000 (164.gzip, 175.vpr, £26.g tion scheme for the chip is mostly _determlnec_i by the areakma_ﬂ
181.mcf, 197.parser, 255.vortex, 256.bzip2) benchmabksaver- for the L2 cache. The 8T cell p_rov_ldes superior performarceid
age, a 3.2% performance drop-off is observed, with maximéim o ther scheme, but at a cost of.3|gn| cant area Qverhead. Thepo
6.9% for 197.parser and minimum of 0.1% for 176.gcc. o_verhead of the 8T L2 cache is a_llso notably hlghgr than the_i—C d

Agarwal [4] proposed a fault-tolerantirect-mapped Licache sign. Overall, ZCs can tolerate high defect densme_s _\memnmg
that uses cache block remapping to preserve correct furattio in a modest amount of pgrformance loss anq providing arespo
ity under the process variation in #& As Figure 1(a) depicts, overheads competitive with the best alternatives.
around 23% of the cache blocks expected to be faulty in this-te
nology. This method maps faulty blocks to the neighboringcfu 6. CONCLUSION

tional blocks in the same word-line, which forces the L1 toess Nanoscale CMOS technologies bring demanding reliabitiglc
L2 for getting the values of these blocks. This method is @y lenges to designers due to high degrees of process variation
plicable to direct-mapped caches and cannot be ef cienilyliad particular, SRAM structures are highly vulnerable to pagtn al-

to L2. As shown in Figure 1, around 64% of the L2 cache blocks teration, thus the design of large on-chip caches that atfe rieti-



Table 2: Comparison with recently proposed cache protectin schemes

L1 Cache L2 Cache
Protection Area Disabled] Power Area Disabled] Power Norm. IPC
scheme over. (%) (%) over. (%) | over. (%) (%) over. (%) | (SPEC-2K)
Wilkerson [36] 15 50 61 7 25 27 0.89
8T 11,10, 34] 36 0 16 36 0 22 1.0
ZerehCache 16 0 15 8 0 12 0.97

able and ef cient is an important problem. In this work, wegent [14]
ZerehCache, a exible and dynamically recon gurable caeine
chitecture that ef ciently protects on-chip caches in hiiglilure

rate situations. Our solution takes advantage of statidipbex-

ing of the rows along with the added capability of dynamic @vor [15]
line swapping to maximize the utilization of spare eleme@ache

fault patterns are mapped to a graph coloring problem to gare [16]
the ZC architecture. We explored a large design space and upm

with two suitable architecture con gurations for L1/L2 ZGsich (7]
that they minimize the area and power overheads while aicftiev  [1g]

a desired level of robustness. An L1 ZC with 16% and an L2 ZC
with 8% area overhead achieve yields of 99% and 96%, respec-
tively. Finally, we compared our scheme with several cotiosial

and state-of-the-art methods to illustrate its ef ciengydeeffec-
tiveness.
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